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Ministry of Meteorology Energy
Information, Disaster Management,
Environment, Communications and

Climate Change

TLP: Clear!
Security Updates for Microsoft and other vendors for
August 2024

Dear Constituents,

Microsoft's has released their security updates. They have released security updates for 90
Vulnerabilities. According to the severity of these vulnerabilities, 8 were listed by Microsoft as
Critical, also a mixture of elevation of privileges, remote code execution, and information
disclosure including 6 actively exploited and 3 publicly disclosed zero-days.

Patches from other vendors are also available as follows:

¢ Android's Security Bulletin: for August 2024 is detailed here: https://source.an-
droid.com/docs/security/bulletin/pixel/2024-08-01
¢ Chrome’s Security Update: https://chromereleases.googleblog.com/

¢ Mozilla’s Security Update: https://www.mozilla.org/en-US/security/advisories/
o Apple's Security Update: https://support.apple.com/en-us/HT201222
e Adobe's monthly security update: https://helpx.adobe.com/security.html

e Cisco’s Security Update: https://tools.cisco.com/security/center/publicationListing.x

What to do

Users and administrators are strongly recommended to install these security updates as soon
as possible to protect Windows and the relevant products from security risks.

Reference
Microsoft Security Update-

https://msrc.microsoft.com/update-guide/releaseNote/2024-Aug

For more information, please contact us:

CERT Tonga

Ministry of MEIDECC

Nuku'alofa

Tel: 2378 (CERT)

Email: cert@cert.gov.to

Web: https://cert.gov.to/

Twitter: @CERTTonga | Facebook: @CERTTonga

1 CERT Tonga adopts the Traffic Light Protocol


https://cert.gov.to/traffic-light-protocol/

Disclaimer Notice:

The information in this notice is intended solely for public knowledge and awareness, and
not intending to harm, fright or disturb any person(s), legal entity or the receiver of
this information. Under no circumstances shall the Ministry of MEIDECC be liable for any
indirect, incidental, consequential, special or exemplary damages arising out of or in
connection with your access or use of or inability to access or use the information and

any third-party content and services.



