Ministry of Meteorology, Energy
Information, Disaster Management,
Environment, Communications and

Climate Change

TLP: White!
Advisory- VMware Vulnerability

Dear Constituents,
VMware has released an advisory regarding a vulnerability found in the VMware Directory Services.
How it Work

A cyber criminal actor with network access to port 389 on an affected vmdir deployment may be able to
extract highly sensitive information such as administrative account credentials which could be used to
compromise vCenter Server or other services which are dependent upon vmdir for authentication. Variant

attack vectors such as creating new attacker-controlled administrative accounts are also possible.

What to do
® |t is strongly recommended for users to apply the security patch and update to the latest version

Reference

® https://www.vmware.com/security/advisories/VMSA-2020-0006.html

Please for more information you can contact us:

CERT Tonga

Ministry of MEIDECC
Nuku'alofa

Tel: 2378 (CERT)
email: cert@cert.gov.to
web: www.cert.gov.to

Disclaimer Notice:

The information in this notice is intended solely for public knowledge and awareness, and not intending to
harm, fright or disturb any person(s), legal entity or the receiver of this information. Under no
circumstances shall the Ministry of MEIDECC be liable for any indirect, incidental, consequential, special
or exemplary damages arising out of or in connection with your access or use of or inability to access or
use the information and any third party content and services

1 CERT Tonga adopts the Traffic Light Protocol


https://www.cert.gov.to/?page_id=929
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