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TLP: White1 
Security Alert 

Dear Constituents, 

CERT Tonga is receiving reports of a threat that could potentially give a malicious 

hacker control of your computer. 

Once infected, the host connects to a remote server and may download additional 

malware into the device it infects. This threat spread itself through attachments in 

malicious emails. 

What to do 

We recommend that you take the following steps in order to mitigate related risks. 

• Install and update Antivirus 

Keep anti-virus on your devices up-to date and also run a scan regularly. 

• Update your devices 

Apply the appropriate security patches on your device to avoid infection. 

• Avoid clicking on malicious links 

Do not click on links or open attachment on suspicious email. 

 

Reference 

https://docs.microsoft.com/en-us/windows/security/threat-
protection/intelligence/prevent-malware-infection 
 
 
For more information, please contact us: 
 
CERT Tonga 
Ministry of MEIDECC 
Nuku'alofa 
Tel: 2378 (CERT) 
Email: cert@cert.gov.to 
Web: www.cert.gov.to 
Twitter: @CERTTonga | Facebook: @CERTTonga 
 

 

1 CERT Tonga adopts the Traffic Light Protocol  

https://www.cert.gov.to/?page_id=929


 

SV/AT             2 

Disclaimer Notice: 

 

The information in this notice is intended solely for public knowledge and 

awareness, and not intending to harm, fright or disturb any person(s), legal 

entity or the receiver of this information. Under no circumstances shall the 

Ministry of MEIDECC be liable for any indirect, incidental, consequential, 

special or exemplary damages arising out of or in connection with your access or 

use of or inability to access or use the information and any third party content 

and services 

 


