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Ministry of Meteorology Energy
Information, Disaster Management,
Environment, Communications and

Climate Change

TLP: White*

Advisory- Android Ransomware known as MalLocker.B

Dear Constituents,

Security researchers has recently detected a ransomware known as MalLocker.B that is hidden inside
Android apps. It appears to be affecting most android devices, the ransomware itself abuses the
functionality of the phone and it does not encrypt files as we usually know about Ransomware, but it
prevents the user from accessing his/her mobile phone.

How it Works

This ransomware uses 2 techniques that take advantage of the following components on Android and
showing ransom note:

e The “call” notification, among several categories of notifications that Android supports, which
requires immediate user attention. This is the function that activates for incoming call to show
details of the caller. MalLocker.B uses it to show a window that covers the entire area of the
screen with details about the incoming caller.

¢ The “onUserLeaveHint()” callback method of the Android Activity this is when users want to push
an app into the background and switch to a new app, and it triggers when pressing buttons like
Home or Recents. MalLocker.B abuses this function to bring its ransom note back into the
foreground and prevent the user from leaving the ransom note for the home screen or another
app.

Once it installed, the ransomware takes over the phone's screen and prevents the user from dismissing
the ransom note — which is designed to look like a message from local law enforcement telling users they
committed a crime and need to pay a fine. (as shown below is a MalLocker ransom note)
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TPy NONBITKAX BBIK/IOYEHUs! WK Nepesanycka
ycTpoicTaa, CHETYMK BPEMEHMW 6yaer
ABTOMAaTMUYECKW YMEHBLIATLCA Ha Yac, NP
NONHOCTBIO BBIKNIOYeHOM ycTpoiicee, CHETHUK
BPEMEHM npoonxaet pa6orats. Ecau onnata
wTpada He NOCTYNUT B TeueHUn 24 4 cymma
wrpada yasausaetcs. Ecnu onnata wrpada

He NOCTYNUT B TeueHuu 48 4 BCEM KOHTaKTam
Bauwero ycTpoiicTsa, 6yAeT OTnpaBneHo cmMc
yeeaomnenue ot umenn KHB Poccuitckoi
®epepaumm (Co CKPUHIIOTOM Bawero Jkpana),
0 ToM uTO uHTepdeiic Bawero ycTpoiicTea

6bin 3AB/TOKMPOBAH 3A HEOJHOKPATHOE
MOCELLEHUE CAWTOB COAEPXKALLUVE BULEO
CO CLLEHAMM [IETCKOW MNOPHOMPA®MM, a Tak
e Ha OCHOBaHMKM CT. 242 YK P®, 42 cT. 41 KAC
P® u cT. 31 YKI P®, no mecTy urenscrea, 6yaet
oTnpasneH HapsA ANS C60Pa BelLeCTBEHHBIX
[AOKA3aTeNnbCTs, HIBATUA 3a671I0KMPOBAHHOTO
YCTPOWCTEA M BaWero 3afepaHna Ana Aaun
noscHenus.

I SR ' hat to do

1 CERT Tonga adopts the Traffic Light Protocol
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https://www.cert.gov.to/?page_id=929

e Users are advised to avoid installing Android apps they downloaded from third-party locations
such as forums, website ads, or unauthorized third-party app stores.

Reference

® https://www.microsoft.com/security/blog/2020/10/08/sophisticated-new-android-malware-marks-

the-latest-evolution-of-mobile-ransnomware/

Please for more information you can contact us:

CERT Tonga

Ministry of MEIDECC

Nuku'alofa

Tel: 2378 (CERT)

email: cert@cert.gov.to

web: www.cert.gov.to

Twitter: @CERTTonga | Facebook: @CERTTonga

Disclaimer Notice:

The information in this notice is intended solely for public knowledge and awareness, and not intending to
harm, fright or disturb any person(s), legal entity or the receiver of this information. Under no
circumstances shall the Ministry of MEIDECC be liable for any indirect, incidental, consequential, special
or exemplary damages arising out of or in connection with your access or use of or inability to access or

use the information and any third party content and services.
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